NMHOOPMAILIMOHHAS ITAMATKA
JUJI OBYUAIOIINXCA
C KaXIpIM TOJJOM MOJIOJIC’)KU B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBHUKHU OJTHUA U3
CaMbIX aKTUBHBIX IT0JIb30BaTenien Pynera. Mexay Tem, MOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEM, HHTEPHET HECET U MpoOJieMbl. DTa mamsTKa JOJKHA TOMOYb TeOe O€30MacHo
HaXOJHUTbHCS B CETH.

KoMnbloTepHble BUPYChI

KoMmbroTepHblit BUpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MTPOrpamM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHUI0. B
JIOTIOJTHEHUE K ATOMY, BUPYChI MOTYT MOBPEIUTh WIH MOJTHOCTHIO YHHUUTOXUTH BCe (alliibl U
JaHHbIE, IOAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apayKeHHas
nporpaMma, a TakkKe MOBPEAUTh WU AK€ YHUUTOXKUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
(aitiamu B 11es10M. B O0NBIIMHCTBE ClIyyaeB paclpOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo/1bl 3aIIMTHI OT BPEIOHOCHBIX TPOTPAMM:
1. Vcnionb3yil COBpEMEHHBIE ONEPAIIMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbI YPOBEHB 3AIIUTHI
OT BPEJOHOCHBIX MTPOrpamMM;
2. IloctrossHHO ycTaHaBMMBal nmautu (M(poBbIe 3a1IaTKH, KOTOPhIE aBTOMAaTHYECKU
YCTaHABIIMBAIOTCS C IEJIBI0 TOPAOOTKH MIPOTPAMMBI) U Ipyrue OOHOBJICHUS CBOCH
orepanmoHHoOM cuctembl. CkaunBail MX TOJIBKO ¢ 0puUIIMaIBLHOTO caiiTa pa3padoTunka OC.
Ecnu cymecTByeT pexum aBTOMaTHYECKOTO OOHOBJICHUS, BKIIOUH €T0;
3. PaboTail Ha cBoeM KOMMBIOTEPE MOJ] IpaBaMU MOJIb30BATENS, a HE aIMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MTPOTrPaMM HHCTAILTUPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIbIOTEPE;
4. Vicnonib3y#i aHTUBUPYCHBIE MPOTPAMMHBIE TPOIYKTHI U3BECTHBIX POU3BOIUTENEH, C
aBTOMaTHYECKUM OOHOBJICHHEM 0a3s;
5. Orpannub (HU3NUECKUHN JOCTYI K KOMIIBIOTEPY JJIs MOCTOPOHHUX JIUIL;
6. Mcronp3yi BHEITHUE HOCUTEN HH(pOpMaIuu, Takue Kak (Jienika, TUCcK WK Gaii u3
UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOYHUKOB;
7. He oTkpbIBaii KOMITbIOTEPHBIE (DAMITBI, TOTYyUYEHHBIE U3 HEHAAC)KHBIX HCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpBIE MPUCIIAT TBOW 3HAKOMBIN. JIydIlie yTOUHM Y HETO, OTIIPABIISI JIM OH TeOe HX.

Cetu WI-FI

Wi-Fi - 310 He B Tiepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH 1, Mapka. Emre
B 1991 roxy nuaepnanackas kommanus 3apeructpupoBana opera "WECA", uto 0603Ha4ano
cnoBocouetanue "Wireless Fidelity", koTopsiif mepeBoauTcs kak "0ecrpoBOgHAS TOUHOCTH .
Jlo Hamero BpeMeHu Jo1ia Ipyras ab0opeBrarypa, KoTopasi sSIBJISETCS TAaKOH )Ke TEeXHOJIOTHEH.
Orto abopeuarypa "Wi-Fi". Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIICH
3BykoBoii TexHuku Hi-Fi, uTo B mepeBojie o3Ha4gaeT "BhICOKAs TOYHOCTH".
Jla, 6ecruiaTHbIM MHTEPHET-IOCTYI B Kade, OTENSIX U a3pOonopTax ABISIETCA OTIMYHOM
BO3MOKHOCTBIO BbIXO/1a B UHTEpHET. HO MHOTHE 3KCIIEpThI CUUTAIOT, YTO 00IeA0CTyHbIE Wi-
Fi cetu He siBNsAIOTCS O€30MACHBIMMU.

CoBeTbl 10 6€300aCHOCTH PA0OTHI B 00MIEAOCTYIHBIX ceTsax Wi-fi:
1. He nepenasaii cBOI0 TUUHYIO HHPOpManuio yepe3 odmenoctynubie Wi-Fi cetu. Paboras B
HUX, J)KEJIaTeIbHO HE BBOJAUTH MAPOJIH JIOCTYTIA, JJOTUHBI U KaKUe-TO HOMEPa;




2. Vcnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE IPOrpaMMbl U OpaHaMayep. TeM caMbIM Thbl
obOe3omnacuuib ce0s OT 3aKauyKl BUPYca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkntoun pynkiuio "OOmuii noctyn K (aitnam u npuHTepam".
JanHas (yHKUMS 3aKpbITa 10 YMOJIYAHUIO, OJJHAKO HEKOTOPbIE MOJIb30BATENN aKTUBUPYIOT €€
JUIsl yI0OCTBA UCTIONB30BaHUs B paboTe i yuede;

4. He ucnons3yit myonuunsii WI-F1 m1s nepenayun TMYHBIX JaHHBIX, HAIPUMED ISl BBIXO/1A B
COLIMAJIbHBIE CETH UJIU B JEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, 1.e. npu HaGope
BeO-anpeca BBoau uMeHHO "https://";

6. B mo6uiibHOM Tenedone otkitoun pyukiuto "l[logkmoyenue k Wi-Fi apromatuuecku". He
JIOMyCKail aBTOMaTUYECKOI0 MOAKII0YeHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacus.

ConumajpHBIE CETH

CouuanbHble CETU aKTUBHO BXOJIST B HAIIlY KU3Hb, MHOTHE JIFOJU PAaOOTAIOT U )KUBYT
TaM MOCTOSTHHO, a B Facebook y»ke 3aperucrprupoBan MIIITHap ] Y€JIOBEK, YTO SBISICTCS OJTHOMN
CeIbMOM BCEX KUTEJeH MaHeThl. MHOTHE M0JIb30BaTEIU HE MOHUMAIOT, YTO UH(pOpMaIus,
pa3MelieHHas UMHU B COITMATIbHBIX CETSIX, MOXKET ObITh Hal/leHa U UCIIOJIb30BaHa KEM yTOJHO, B
TOM YHCJIE HE 00s13aTeNILHO C OJIaruMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIUATBHBIX CETIX:
1. Orpanuub crucok apy3eil. Y 1edst B Ipy3bsiX HE JOJKHO ObITh CIIYYalHBbIX U HE3HAKOMBIX
JIIOeH;
2. 3amuinaii cBO YacTHYIO kKM3Hb. He yka3biBaii mapoiu, TeneoHsl, ajpeca, 1aTy TBOETO
POKIEHUS U APYTYIO TUYHYIO MHPOPMAILIUIO. 3TOYMBIIIJIEHHUKH MOTYT MCIIOIB30BaTh JIaXe
UHGOPMAIINIO O TOM, KaK Thl M1 TBOM POJAUTEINH TUIAHUPYETE MPOBECTH KAHUKYJIBI;
3. 3ammiaii CBOO PEMyTalUIo - IEPKH €€ B UUCTOTE U 3aaBail cebe BOMpOoC: XOTeI ObI ThI,
YTOOBI IpYTUe TOJIb30BATENId BUIETH, YTO Thl 3arpy»aenisb? [lomgymai, mpexae 4em 4To-To
OITyOJIMKOBATh, HATTCATh U 3aTPY3UTh;
4. Ecniv Tbl TOBOPHULIB C JIFOJIBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
IPYTYIO TNYHYI0 HHGOPMAIIMH: UMSI, MECTO JKUTEIHCTBA, MECTO Y4eObI U MPOYEE;
5. N36erait pazmenienus ¢potorpaduit B UuTepHeTe, I/1e Th N300pa)kKeH Ha MECTHOCTH, TI0
KOTOPOM MOKHO ONPEAEIIUTH TBOE MECTOMOJIOKEHHUE;
6. [Ipu peructpanuu B COIMAIBLHON CETH HEOOXOAMMO UCIIOIH30BaTh CIOKHBIE TTAPOIIH,
COCTOSIIHE U3 OYKB M IIU(P U C KOJUISCTBOM 3HAKOB HE MeHee §;
7. 1t conmMaabHOM CEeTH, TTOUTHI U IPYTUX CAMTOB HEOOXOAMMO HUCIIOIH30BATh PA3HbIE TApOIIH.
Torna ecnu Te0s B3710MAIOT, TO 3JI0YMBIIUIEHHUKH MOJIy4YaT AOCTYI TOJIbKO K OJTHOMY MECTY, a
HE BO BCE Cpazy.

DJIEKTPOHHBIE ICHbIH

DNEKTPOHHBIE JIEHbIU - 3TO OYEHb YAOOHBIN CIIOCO0 MIaTeX ek, OTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTST MOJYYUTh 3TU JICHbIU.
DNEeKTPOHHbIE JIEHbI'M MOSBIJIKCH COBCEM HEIaBHO M UMEHHO M3-3a 3TOr0 BO MHOTUX
rocyJapcTBax 0 CUX MOP HE MPOMKUCAHO PO HUX B 3aKOHAX.
B Poccun sxe oHM ()yHKIIMOHUPYIOT M O HUX YK€ MPOIMKUCAHO B 3aKOHE, T/I€ UX pa3/IeatoT Ha
HECKOJIbKO BUJIOB - aHOHUMHbIC U HE aHOHMMHbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcs NpoBOAUTh onepanuu 0e3 uAeHTU(UKAUY TT0JIb30BaTeNs, a B
HEaHOHUMHBIX UJEHTUPUKALMS TTOJIH30BATEINS SBISETCS 00S13aTEIBHOM.




Taxoke crnenyeT pa3audaTh MIEKTPOHHBIE (PUATHBIC IEHbIU (PaBHBI TOCYJAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC HE(UATHBIC IEHBIU (HE PABHBI TOCY/IAPCTBEHHBIM BaJIIOTAM ).

OCHOBHBIE COBETHI IO O€301acHON paboTe € AAEKTPOHHBIMU JACHbIAMM:
1. IIpuBsiku K cueTy MOOMIBHBIN TeaedoH. ITO caMblil yIOOHBIN U OBICTPBII cIOCO0
BOCCTaHOBUTH JOCTYM K cueTry. [IpuBsizanHbIl TenePOH MOMOXKET, €CIu 3a0y1elIb CBOI
TUIATEKHBIW NIApOJIb WK 3aMJIEIIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA,;
2. Vcnonb3yit onHopaszoBsie napoiu. [locie nepexoaa Ha yCHICHHYIO aBTOPHU3AIlUIO TeOe yxke
He OyJeT yrpoKaTh OMACHOCTh KPayKu WM MepexBaTa IUIATeKHOTO MapoJis;
3. Boibepu cnosxHbIil naponis. [IpectynHukam OyAeT He MPOCTO yrajgaTh CIOXKHBIN Mapoib.
HapnexxHble napoiu - 3To mapoiu, KOTOpbIe COAepKaT HE MEHEE 8 3HAKOB U BKIIIOUYAIOT B ceOs
CTPOYHbIE U IPOIMHUCHBIE OYKBBI, HU(PHI K HECKOJIBKO CUMBOJIOB, TAKKE KaK 3HAK J10JJ1apa,
¢dyHTa, BOCKIMIIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;
4. He BBOM CBOM JTMYHBIE TaHHBIE HA CAaTaX, KOTOPHIM HE JOBEPSCIb.

DJIEKTPOHHAS ITOYTa

DNEeKTPOHHAsI TIOYTA - 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €10 YCIYTH M0 MEePEChUTKE U
MOJIYYEHHU IO DJICKTPOHHBIX COOOIIEHUM, KOTOPHIE PACTIPEACIISIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO PIEKTPOHHBIN MOYTOBBIN SIIUK BBITJISIAUT CJICAYIOMIUM 00pa30M:
UMs_TI0JIb30BaTeNsI(@UMs_JIoMeHa. Takyke KpoMe Tmepeaadn MpoCcTOro TEKCTa, UMEeTCs
BO3MOKHOCTb Iepe/iaBaTh (haiibl.

OCHOBHBIE COBETHI 0 O€30MaCHOM paboTe ¢ INEKTPOHHON MOYTOM:
1. Hamo BeIOpaTh paBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACIIh U KTO MEPBHIN B
pEUTHHrE;
2. He yka3piBail B TMYHOM mouTe JUIHYIO HHPopMaruio. Hanmpumep, mydiie BeIOpaTh
"My3bIKaTbHBIN aHaT@" wim "pok2013" BmMecTo "Temal3";
3. Mcnonp3yil AByX3TaHY0 aBTOPU3ALMIO. DTO KOrJ1a IOMUMO IapOoJisi HY>KHO BBOAUTH KO/,
npuckUiaeMblii mo SMS;
4. Be1Oepu CIIOXKHBIN apodib. [[1s KakI0ro MoYTOBOTO SAIIKUKA JOJKEH ObITh CBOM HaJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY I1apOJib;
5. Ecnu ecTh BO3MOXHOCThH HallMCcaTh CAMOMY CBOW JIMYHBIA BOIMPOC, UCIIOJIB3YH 3Ty
BO3MOXHOCTB;
6. Mcnonp3yil HECKOIBKO MOYTOBBIX SIIMKOB. [IepBblii 711 4aCTHOM MEPENUCKU C aJipecaTaMu,
KOTOPBIM Thl JJOBEPSECIb. ITO 3JIEKTPOHHBIN aJIpec HE HaJ0 UCIOJIb30BaTh MMPU PETUCTPAllUU Ha
dbopymax u caiTax;
7. He oTkpbIBail (paiiibl v Ipyrue BIOKEHUS B MUCbMAaX, J1a’Ke €CJIM OHU MPUIIUIN OT TBOUX
npy3eit. JIydiie yTouyHd y HUX, OTIPABIISUIN JIM OHH TeOe 3Th (paiiibr;
8. Ilocne okoH4YaHUst pabOTHI HAa MOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKJIAJKU C CAUTOM HE
3a0ynb HaXaTh Ha "Beidtu".

KubepOyIIuHT MIn BUPTYAIbHOE M3IEBATSIBCTBO

KubepOynnuHr - npecieoBaHue COOOIIECHUSIMU, COJECPKAIUMHU OCKOPOJICHHUS,
arpeccurio, 3alyTMBaHKE; XYJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIILIO PA3IMYHBIX
WHTEPHET-CEPBHUCOB.




OCHOBHBIE COBETHI IO OOpbOE ¢ KHOEPOYIITUHIOM:
1. He Opocaiics B 60ii. JIyuimuii cmoco6: mocoOBETOBAaThCS Kak ceOsl BECTU U, €CIIU HET TOTO, K
KOMY MOKHO OOpaTUThCS, TO BHayajie YCIIOKOUThCA. Eciy Thl HaUHEb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJIEHHSI, TO TOJBKO €11e OOJIBIIE Pa30ikKEIIb KOHPIHKT;
2. YnpaBnsii cBoell kubeppenyTranuei;
3. AHOHUMHOCTH B ce€TH MHUMasl. CyIIeCTBYIOT CIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;
4. He cTouT BeCTH XyJIMIraHCKUH 00pa3 BUPTyaJIbHOU KU3HU. UHTEpHET PUKCUPYET BCE TBOU
JEUCTBUS U COXpaHSET UX. Y JAIUTh UX OyJleT KpallHe 3aTpyIHUTEIBHO;
5. Cobnroaail CBOIO BUPTYaIbHYIO YECTh CMOJIONY;
6. Urnopupyii equHnyHbIA HeraTuB. OHOPA30BbIE OCKOPOUTENbHBIE COOOLIECHUS JTyYIlle
UrHopupoBaTh. OOBIUHO arpeccusi MpeKpamaeTcs Ha Ha4yaabHOW CTauu;
7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSIMU, B COLIMAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKMPOBKH OTIPABKU COOOIIEHHI C OMPEEICHHbIX aJIPECOB;
8. Eciu ToI cBUeTens kubepOysuimHra. TBOM 1eMCTBUS: BRICTYIIUTD IPOTUB MpeCe0BaTeNs,
NOKa3aTh €EMY, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOAAEPKATh )KEPTBY, KOTOPOI
HY>KHa MICUXO0JIOTUYECKasi TOMOIIb, COOOIIUTh B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEJCHUS B
CETH.

MoOuJsHBIN TenedoH

CoBpeMeHHbIe cMapTQOHBI H IIAHIIETHI COIEPHKAT B c€O€ BITOITHE B3POCIIBIH
(YHKIHOHAII, U TeTIeph OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMHI KOMITBIOTEpaMHU.
OmHaKo, CPECTB 3alIUTHI 1711 IOJJOOHBIX YCTPOKCTB TIOKAa OY€Hb Majio. TecTupoBaHHE U TIOUCK
yS3BUMOCTEH B HUX ITPOUCXOUT HE TaK MHTEHCUBHO, Kak 11 1K, To ske camoe kacaercs u
MOOMITBHBIX MTPHIIOKECHUH.
CoBpeMeHHbIC MOOWITbHBIE Opay3ephl yKe MPAKTHIECKH JOTHAIA HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacirpeHre GyHKIIMOHAJA BJICUET 3a COOO0M OONBIIYIO CIIOKHOCTh U MEHBITYIO
3aIUIIICHHOCTb.
Jlaseko He Bce MPOU3BOIUTEINN BBITYCKAIOT OOHOBJICHHSI, 3aKPHIBAIONITNEC KPUTUUSCKUE
ySI3BUMOCTH JISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JiJisi 0€30MaCHOCTH MOOUIBHOTO TenedoHa:
Huuero He siBnsieTcs mo-HacTosmeMy OeciiaTHeIM. byib ocTOposkeH, Benb Koraa Tebe
MpeaiaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAaKHMe-TO TUIATHBIE YCIIYTH;
Jymaii, pexxzie yem otnpaButb SMS, ¢oto win Bugeo. Tl TOUHO 3HACIIB, T/Ie OHU OYyAYT B
KOHEYHOM UTOre?
Heo0xonnmo 0OHOBIISATE OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJISI MOOMITBHBIX TeNle(h)OHOB;
He 3arpyxait mpuiaoxeHns: OT HEU3BECTHOI'O UCTOYHUKA, BEAb OHU MOTYT COAEPKATh
BPEIOHOCHOE MPOrPAMMHOE 00ECTICUEHUE;
[Tocne Toro xak Thl BBIMICIIB C caiiTa, TJie BBOAWI JUYHYIO HHPOpMAIIUIO, 3aiiI1 B HACTPOUKH
Opay3epa u yaaiu cookies;
[lepuoauyecku npoBepsii, KaKue IIATHBIC YCIYTU aKTUBUPOBAHBI HA TBOEM HOMEDPE;
JlaBaii cBOil HOMep MOOMIIBHOTO TeJleOHA TOJIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPSCIIIb;
Bluetooth momken ObITH BBIKIIFOUEH, KOT/a Tl KM HE TOJIb3yelibes. He 3a0biBaii mHOT 1A
MIPOBEPSTH 3TO.




Online urpet
CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIME PA3BICUCHMUS,

O0OBEUHSIONINE COTHH THICSY YEJIOBEK MO BceMy MUPY. IrpoKu UcciaenyoT JaHHbII UM MUp,
00IIAt0TCS IPYT C APYTOM, BBIIOJIHAIOT 33/1aHUs, CPAYKAIOTCSI C MOHCTPAMHU U MOJIY4aroT OIBIT.
3a yZI0BOJIBCTBUE OHM IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT ADOHEMEHT WM MPUOOPETaIOT
KaKue-TO ONIUH.

Bce aTu cpenctBa uayT Ha MoAAEep)KaHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BHIITYCKAIOTCSI HOBBIE MTATYU
(urdpoBbIe 3aMmIaTKy sl IPOrpPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo0HbIX UTpax CTOUT ONacaThCsl HE CTOJILKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKH TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOET'O HTPOBOI'0 aKKayHTa:
1. Ecniu npyroit urpok BeZieT cedsl MI0X0 MU co3/iaeT Te0e HeMPUIATHOCTH, 3a0JIOKUPYH ero B
CIIUCKE UTPOKOB;
2. Iloxanyiicsa aAMUHUCTpATOpPaM UTPhI HA IJIOXO€ MOBEJIEHUE ATOI0 UTPOKA, KETATECIBHO
MPUIIOKUTh KAKUE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;
3. He yka3biBaii 1uuHyto uH(poOpMaIuio B mpodaiisie urpsl;
4. YBaxall Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranapnuBaii HeouIMaabHbIe TATYH U MOJIBI;
6. Mcnionb3yil CIOKHBIE U pa3HbIe MapoJiu;
7. Jlaxke BO BpeMsi UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [ToKa Tkl Urpaenib, TBOM KOMIBIOTED
MOTYT 3apa3uTh.

OUIIKMHT WK KPa)Ka JTUIHBIX JIAHHBIX

OOBIYHOM KpaXkel JEeHET U IOKYMEHTOB CETOJHS YK€ HUKOTO HE YAUBUIIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUHN 3TOYMBIIUICHHUKN MEPEMECTHIINCH B HHTEPHET, U
IIPOJIOJDKAIOT 3aHUMATHCS "'MMIOOMMBIM" JIETIOM.
Tax nmosiBuack HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WX (DUILIKMHT, TTIaBHAS 1IETTh
KOTOPOTO COCTOUT B MOJYYCHUU KOHPUIEHIIMATBHBIX JAaHHBIX MOJ30BaTENEH - JTOTHHOB U
naponeit. Ha aarnuiickom si3pike phishing yurtaercs kak ¢ummHr (ot fishing - peiOHast moBs,
password - mapois).

OCHOBHBIE COBETHI IO O0pLOE ¢ HUITHHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecim ThI o103peBaeiib, 9To TBOSI aHKeTa Oblia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOITUThH AIMUHUCTPATOPAM pecypca 00 3TOM KaK MOYKHO
CKOpee;
2. Ucnonp3yii 6e301acHbIe BeO-CalThI, B TOM YHCIIC, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CUCTEM;
3. Mcnonb3yil cioXHbIe U pa3Hble napoyin. TakuM 00pa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIJICHHUKHU MOJIy4YaT IOCTYH TOJIBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;
4. Ecnu 104 B37I0MaJId, TO HEOOXOIUMO MPEIYyIPEeaUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBJIeHBI Y T€OS B APY3bSIX, O TOM, UTO T€Os B3JIOMaIN U, BO3MOXKHO, OT TBOETO UMEHHU OyAeT
pacchuIaThCs ClIaM M CChUIKU Ha (DUIIIMHTOBBIE CAWTHI;
5. YcranoBu HaaexHsbli mapois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTKJII0YM COXpaHEeHHE NapoJis B Opaysepe;




7. He oTkpbiBail ¢aiiibl 1 APyTrHUe BIOKEHUS B MUChMAaX, TaKe €CJIM OHU MPUIIUTH OT TBOUX
npy3eit. JIyuiie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (hailiibl.

[udposas penyranus

[Hudposas penyrauus - 3T0 HETaTUBHAS UM MO3UTUBHAs MHPOpMaLUs B ceTU O Tebe.
KomnpomeTtupyromas nuadopmanus, pamenieHHas B UHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM
OTpa3uThCs HAa TBOEH peasibHOM ku3HU. "L{udpoBas pemyranusa" - 3T0 TBOM UMUK, KOTOPBIT
dopmupyetcs u3 uHbpopmalu o0 Tede B MHTEPHETE.
TBoe MecTo KUTENbCTBA, Y4eObl, TBOE PMHAHCOBOE MOJOKEHUE, OCOOEHHOCTH XapaKTepa u
paccka3sbl 0 OJIM3KHUX - BCE 3TO HAKAIJIUBAETCS B CETH.
MHorue noapoCTKy JETKOMBICIEHHO OTHOCSTCS K MyOJMKAIIMK JIMYHON HH(pOpMalIUU B
WNuTepHete, He MOHMMAsi BOBMOXHBIX MOCJIEICTBUNA. ThI J1ayke HE CMOXKEIIIb JI0Ta1aThCs O TOM,
4To (ororpadus, pasMeleHHas 5 JeT Ha3aj, cTajga NIPUUYUHOM 0TKa3a MPUHATH TeOsl Ha padoTy.
Kommenrtapuu, pazmenienue TBoux ¢potorpaduii u Apyrue 1elcTBUS MOTYT HE UCUE3HYTh JaKe
MIOCJIE TOTO, KaK Thl MX yIadullb. Thl HE 3HaElIb, KTO COXPAaHWII ATy HH(OpMaIIUIO, MOMaa JIu
OHa B ITOMCKOBBIE CUCTEMbI U COXPAHMWJIACh JIM OHA, a IVIABHOE: YTO MOJyMaloT O TeOe
OKpYXaIOoIlue JTIOAN, KOTOPble HAWIYT U YBUIAT 3T0. HaliTn nHpopmaIiio MHOTO JIET CITyCTs
CMOJKET JIH000M - Kak U3 JOOPBIX MOOYXKACHH, TaK U C HAMEPEHUEM MIPUYMHHUTD Bpel. ITO
MOKET OBITb KTO YTOIHO.

OCHOBHBIE COBETHI M0 3alUTe UGPOBOMA pernyTaInu:
1. [Togymaii, mpesxJie 4eM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOst B 6J10Te Uiu B
COLIMAJILHOM CETH;
2. B nacTpoiikax npouiisi yCTAHOBH OTpaHUYEHHUS Ha MPOCMOTP TBOETO MPOUIIS U €ro
COAEPKUMOTrO, CIeail €ro TOJIbKO "1j1s1 Ipy3eit”;
3. He pa3memaii 1 He yka3bIBail HHPOpMAITHIO, KOTOPask MOXKET KOT'0-TH00 OCKOPOJIATh WU
OOMXKaTh.

ABTOPCKOE MpaBo

CoBpeMeHHbIE MKOIBHUKH - aKTUBHBIE MOJIH30BaTENHU IIU(POBOTO MPOCTPAHCTBA.
OpxHako maneko He BCE 3HAIOT, UTO MOJIb30BAHNE MHOTUMHU BO3MOXHOCTSIMU ITU(GPOBOTO MHUpa
TpeOyeT cOOII0CHUS TTPaB HA MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.
Tepmun "uHTENNEKTYa IbHAs! COOCTBEHHOCTD' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEYECKOT0 yMa, HAuMHasl C HOBBIX U300PETCHHI 1 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOJYKTHI U YCIIYTH, M 3aKaHYUBasi KHUTamu, potorpadusimu, KuHOGUIBMAMU U
MY3bIKaJTbHBIMU TPOU3BEACHHUSIMHU.
ABTOpCKHE TIpaBa - 9TO MpaBa Ha HHTEIUICKTYAIbHYI0 COOCTBEHHOCTH Ha MPOU3BEICHUS HAYKH,
JUTEPATYPHl U UCKYCCTBA. ABTOPCKHE TIPaBa BHICTYIAIOT B KAYECTBE TAPAHTUU TOTO, YTO
WHTEJUICKTYaJIbHBIN/TBOPUYECKHUM TPy aBTOpa HEe OyAeT HApacHBIM, 1aCT EMY CIPaBEITTUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOECTO TPY/a, MOTYIUTh U3BECTHOCTh U IPU3HAHUE.
Hukro 6e3 pa3penienns aBTopa HE MOKET BOCITPOU3BOINTH €T0O TPOU3BEICHHE,
pactpoCTpaHsITh, MyOJIUIHO JEMOHCTPUPOBATH, MMPOIaBaTh, UMIOPTUPOBATH, ITYCKAThH B
MPOKAT, MMyOJIMYHO MCTIOTHSATh, TOKA3BIBATH/MCTIOIHATE B ddUpe Win pa3Memars B IHTepHeTe.
Hcnonp3oBanue "mupaTckoro” mporpaMMHOI0 00ECIeueHUsl MOKET MPUBECTU K MHOTUM
pHUCKaM: OT IOTEPH JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOWCTBA, TE
YCTaHOBIICHA HeJeTallbHas nporpamma. He ctout Ttakke 3a0bIBaTh, 4YTO CYIMIECTBYIOT
JeTabHbIe ¥ OeCIIaTHBIC MPOTPaMMBbI, KOTOPBIC MOKHO HAlTH B CETH.

O noprane




CeteBHUOK.pd - TBO IIaBHBIM COBETUUK B CETH. 37E€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM U TOCTYITHBIM SI3bIKOM, a IPX BOSHUKHOBEHUH KPUTHUUECKOU
CUTYallud OOpaTUTHCS 3a COBETOM. A TakKe€ MPUHATh yYaCTUE B KOHKYPCaxX U CTaTh CAMbIM
U(pPOBBIM rpakTaHUHOM !



